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ot 02.10.2009 Ne 120-T

NMAMATKA
“O MEPAX BE3OINACHOIO UCNOJIb3OBAHUA BAHKOBCKUX KAPT”

CobnitogeHne pekomeHgaummn, cogepxaiumxca B [amsatke, no3sonuT obecneyntb MakCUMaribHYH COXPaHHOCTb
6aHKoBCKOM KapTbl, ee pekBuantoB, NMNH 1 ApyrMx OaHHbIX, a Takke CHU3WUT BO3MOXHbIE PUCKU NPWU COBEPLUEHWUU
onepauui ¢ ncrnonb3oBaHvemM 6aHKOBCKOM kapTbl B 6aHkomaTe, npu 6e3HannyHon onnaTte TOBapoB M YCNyr, B TOM Yncrne
yepes ceTb NHTepHeT.

O6wue pekomeHAaLUM

1. Hukorpa He coobwante MUH TpeTbum nuuam, B TOM 4ucrne pPOACTBEHHMKAM, 3HAKOMbIM, COTPYAHUKaMm
KpeaWTHOW opraHusauumn, kaccupam 1 nuuam, nomorarowmm Bam B ncnonb3oBaHum 6aHKOBCKON KapTbl.

2. NMNH HeobxoaQMMO 3anoMHUTL MU B Cry4ae, ecnn 3To ABNAETCH 3aTpyaHUTENbHBIM, XPaHWUTb €ro OTAENbHO OT
GaHKOBCKOW KapTbl B HESIBHOM BUAE U HEOOCTYMHOM Afsi TPETbUX NULL, B TOM YMCIe POACTBEHHMKOB, MECTE.

3. Hukorga Hu npu kakmx obctosaTenbCcTBax He nepefaBanTe G6aHKOBCKYKO KapTy AN MCMOSNb30BaHWUS TPeTbUM
nuuam, B TOM YMcne poacTBeHHuKkaM. Ecnm Ha 6aHKOBCKOWM kapTe HaHeceHbl hamunua u umsi omanveckoro nuua, To
TONbKO 3TO hM3MYeckoe NULO MMEET NPaBO UCNONb30BaTb GAHKOBCKYHO KapTy.

4. Mpwn nony4eHMn GaAHKOBCKOW KapTbl pacnuLIMTECb HA ee 0BOPOTHOM CTOPOHE B MeCTe, NpefgHa3Ha4YeHHOM Ansi
nognucy gepxartens 6aHKOBCKON KapTbl, ECNN 3TO NPeayCMOTPEHO. OTO CHU3UT PUCK UCNOSb30BaHUSA GaHKOBCKON KapThbl
6e3 Bawero cornacus B criyyae ee ytpaTbl.

5. byaobTte BHMMAaTENbHbl K YCMOBWUSIM XpaHEHUs M ucnonb3oBaHus 6GaHKOBCKOWM KapTbl. He nopBeprante
GaHKOBCKYIO KapTy MeXaHU4eCkuMm, TemnepaTypHbIM W SfEKTPOMAarHUTHbIM BO34ENCTBMAM, a Takke usberante
nonagaHus Ha Hee Bnaru. baHKOBCKyO KapTy Henb3s XpaHWTb PSAOM C MOOUNbHBIM TenedoHOM, BbITOBOM U OUCHON
TEXHUKOMN.

6. TenecdoH KpeaAWTHOM opraHM3auum — amuTeHTa OaHKOBCKOW KapTbl (KpeauTHOM OpraHv3auuu, BbloaBLUEn
GaHKOBCKYI0 KapTy) yka3aH Ha 0bGOpOTHOM CTOpoHe OaHKOBCKOW KapTbl. Takke Heobxooumo Bcerga umetb npu cebe
KOHTaKTHble TenedoHbl KPeANTHON opraHM3aumnm — aMuTeHTa 6aHKOBCKOWM KapTbl U HOMep OaHKOBCKOWM KapTbl Ha ApYrux
HOCUTENSIX MHOPMALMKN: B 3aNUCHON KHWXKE, MOOMNbHOM TenedoHe uunu Apyrux HocuTensx UHGopMauum, HO He
psgoMm ¢ 3anuceto o MAH.

7. C uenblo npegoTBpalleHUs HernpaBOMEpPHbIX OEeNCTBMMA NO CHATUIO BCEM CYMMbl OEHEXHbIX Cpeacts C
6aHKoBCKOro cyeTta uenecoobpasHo YCTaHOBWUTb CYTOYHbLIA JIMMUT Ha CymMMy onepaumi no OGaHKOBCKOW KapTe W
OLHOBPEMEHHO MOAKIIYNTL 3NEKTPOHHYIO YCIyry OMOBELLEHUS O MPOBEAEHHbIX onepauusix (Hanpumep, OMoBeELLEHNe
nocpeactBom SMS-cooBLLEeHNIA NN UHBIM CNOCOBOM).

8. lpu nonyyeHMn npocbObI, B TOM 4YMCME CO CTOPOHbI COTPYyOHMKA KPEeaWTHOW OpraHusauum, coobLMTb
nepcoHarbHble AaHHble N nHdopmaumto o 6aHkosckon kapTte (B Tom uucne MNMNH) He coobwante mx. MNepesBoHuTe B
KPEAWTHYIO OpraHn3aumio — 3MUTEHT GaHKOBCKOW KapTbl (KPeOUTHYK OopraHv3auuto, BblaaBLUyto OaHKOBCKYO KapTy) v
coobwuTe 0 gaHHOM chakTe.

9. He pekomeHayeTcs oTBeYaTb Ha ANEKTPOHHbIE MUCbMA, B KOTOPbIX OT MMEHWN KPEAUTHON opraHv3aumm (B TOM
yncne KpPeauMTHOW OpraHuMsaumm — 3MUTEHTa OaHKOBCKOWM KapTbl (KpeOUTHOW opraHv3auuu, BblAaBlien GaHKOBCKYHO
KapTy) npegnaraeTcs npegocTaBuTb MepcoHanbHble AaHHble. He cnegynte no “cebinkam’, ykasaHHbIM B MUCbMax
(BKNHOYASA CCINKM Ha CanT KPe4MTHOW OpraHmn3aumnn), T.K. OHU MOTYT BECTU Ha CalTbl-OBONHUKM.

10. B uensx nHOpMaLMOHHOIO B3anMOOENCTBUSA C KPEAUTHOW opraHu3aumnen — aMUTEHTOM OaHKOBCKOWM KapTbl
(KpeouTHOW opraHusaumun, BblgaBlielt OaHKOBCKYH KapTy) pPeKoOMeHAyeTCa WUCMosb30BaTb TOMbKO PEKBU3UTHI CPEACTB
cBsA3N (MOOWMbHBLIX W CTaUMOHapHbIX TenegoHoB, (aKCOB, WHTEPAKTMBHBLIX Wweb-canToB/nopTanos, OObIMHON U
ANEKTPOHHOM MNOYTbl W MP.), KOTOpble YyKasaHbl B [OKYMEHTax, MOSMyYeHHbIX HEernoCPeACTBEHHO B KpeaWMTHOW
opraHmsauun — ammuteHTe 6aHKOBCKON KapTbl.

11. MomHuTe, 4to B cny4vae packpbitns MNMNH, nepcoHanbHbIX AaHHbIX, yTpaTbl 6@HKOBCKOW KapThbl CyLlecTByeT
PUCK COBEPLUEHNSA HENPaBOMEPHbIX AEWCTBUA C OEHeXHbIMU cpeacTBamMn Ha Bawem 6aHKOBCKOM CYETE CO CTOPOHbI
TpeTbuX NuL,.

B cnyyae ecnu nmetotcs npeanonoxeHus o packpbitum MNMUH, nepcoHanbHbIX AaHHbIX, NO3BOMSAOLLNX COBEPLUNTD
HernpaBoMepHble OencTBua ¢ Bawwm 6aHkoBCkMM cuyeToMm, a Takke ecnu 6aHkoBckas KapTa Obina yTpadeHa,
HeobXoaAMMO HemesieHHO 00paTUTbCA B KPEAWUTHYH OpraHusaumio — 3MUTEHT OaHKOBCKOW KapTbl (KPeauTHYH
opraHmsauuio, BblgaBLUyo 6aHKOBCKYHO kapTy) U cnegoBaTh YKasaHWsiM COTPYAHMKA OAHHOW KpeauTHOW opraHm3auun. o
MOMeHTa oOpalleHuss B KpeaWTHYH OpraHusauuito — 3MUTEHT OaHKOBCKOW KapTbl Bbl HeceTe puck, CBsi3aHHbIA C
HeCaHKLMOHMPOBaHHBLIM CMUCaAHMEM [JeHeXHbIX cpeactB ¢ Bawero ©GaHkoBckoro cuyeta. Kak npaBuno, cornacHo
YCIOBMSIM JOroBOpa C KPeAMTHOW opraHusaumen — aMUMTEHTOM GaHKOBCKOWM KapTbl AEHEXHble cpeAcTBa, CMCaHHbIe C
Bawero 6aHKoBCKOro cuyeTa B pesyrfbTaTe HECaHKLMOHWMPOBAHHOIO WCMNONb30oBaHUSA Bawlel GaHkoOBCKOWM KapTbl A0
MOMeHTa yBeoMIeHMs 06 3TOM KpeauTHOW opraHM3auumn — sMmnteHTa 6aHKOBCKOWM KapTbl, HE BO3MELLAIOTCH.

PekomeHaauun npu coBepLueHMU onepauuin ¢ 6aHKOBCKOW KapTou B 6aHKomarte

1. OcywectBnante onepauunm C ucnonb3oBaHWeM 6GaHKOMaToB, YCTaHOBMEHHbIX B 6e3onacHbiXx MecTax
(Hanpumep, B rocygapCTBEHHbIX yypexaeHusx, nogpasgeneHnsax 6aHKoB, KPYMHbIX TOProBbiX KOMMeKcax, rocTMHMUaXx,
asponopTax u T.M.).

2. He ucnonb3yinTe ycTpoicTBa, koTopble TpebytoT BBoga NWH ans goctyna B nomelleHue, roe pacrnosnioxeH
6aHkomar.

3. B cnyyae ecnu nobnu3octm oT BaHkOMaTa HaxoAsaTCsl MOCTOPOHHWE nuua, crnefdyeT BblbpaTb 6ornee
noaxopsiuee BpeMs Ans Ucnonb3oBaHnsa 6aHkomaTa unm Bocnonb3oBaTbes ApyruM 6GaHKoMaToMm.

4. Tllepen wucnonb3oBaHvem 6aHkOMaTa OCMOTPUTE €ro Ha Hanuvyne [AONOSIHUTENbHbIX YCTPOWCTB, He
COOTBETCTBYIOLLUX €ro KOHCTPYKLMM U pacnoroXeHHbIX B mecte Habopa MNNH n B mecTe (npopesb), npeaHa3Ha4YeHHOM



Ansa npuema kapTt (Hanpumep, HanuuMe HEepOBHO YCTaHOBMEHHOW knaBuaTypbl Habopa lMH). B ykasaHHOM cnydae
BO34epPXXMTeCb OT UCMOMb30BaHNS Takoro 6aHkomara.

5. B cnyyae ecnu knaeuatypa unu Mecto Ana npuvema kapT 6aHkomaTa obopygoBaHbl OOMONHUTENbHBIMU
YCTPONCTBaMW, HE COOTBETCTBYIOLLUMMM €r0 KOHCTPYKLNW, BO3OEPXKMTECH OT UCMONb30BaHUst GaHKOBCKOM KapTbl B AAHHOM
GaHkomaTe M coobLMTe O CBOMX MOOO3PEHUAX COTPYAHUKAM KpeaWTHOW opraHmsaumv no TenedoHy, yKasaHHOMY Ha
6aHkomarTe.

6. He npumensante dmsmyeckyto cuny, 4tobbl BCTaBuUTb GaHKOBCKYt0 kapTy B 6aHkomaTt. Ecnu 6aHkoBckas kapTa
He BCTaBNseTCH, BO34epXKMTeChb OT UCNOMb30BaHUSA Takoro baHkomara.

7. Habupawite MNMNH Takum obpasom, 4Tobbl Noam, Haxoasawmecs B HENOCpeACTBEHHON OM30CTU, HE CMOINN €ro
yBuaeTb. [Npu Habope MNH npukpbiBaiTe knaBuaTtypy pykon.

8. B cniyyae ecnu 6aHkomaT paboTaeT HEKOPPEKTHO (Hanpumep, JOMroe BPEMS HaXoOWUTCH B peXxuMe OXvUAaHus,
CaMOMNpPOu3BOSbHO MepesarpyxaeTtcs), crnegyeT 0Tka3aTbCs OT UCMOMb30BaHUS Takoro 6aHkomaTa, OTMEHUTb TeKyLLyto
onepauumio, HaxaB Ha krnaBsuaTtype kHonky “OTMeHa”, 1 goxaaTbcs Bo3BpaTa 6aHKOBCKOM KapTbl.

9. lMocne nonyyeHUs HanNWYHbIX OEHEXHbIX CpeacTB B OaHkomarte criegyeT nepecyntatb H6AHKHOTbI MOMMCTHO,
ybeoutbca B TOM, 4TO GaHKOBCKasi kapTa Obina Bo3BpalleHa GaHKoMaToM, A0XAATbCs BblAAyM KBUTAHUUKM MpU ee
3anpoce, 3aTeM NOMOXMTb UX B CYMKY (KOLLenekK, KapMaH) 1 TOMbKO Mocre 3Toro oTxoauTb oT 6aHkomaTa.

10. CnepyeT coxpaHATb pacnevaTaHHble 6aHKOMaTOM KBUTaHUMW ONs Nocreayrolen CBepkn yKasaHHbIX B HUX
CYMM C BbINUCKON N0 BaHKOBCKOMY CYeETY.

11. He npucnywmuBavitecb K coBeTaMm TpeTbUX MWL, a Takke He MpuHMManTe UX MOMOLLb MpU MpoBedeHMU
onepauwmii ¢ 6aHKOBCKOW KapTol B OaHkoMaTax.

12. Ecnn npu npoBefeHnmn onepauuin ¢ 6aHKOBCKOW KapTol B GaHKoMaTe GaHkomaT He BO3BpallaeT GaHKOBCKYHO
KapTy, crnegyeT MO3BOHWTbL B KPEAWUTHYIO OpraHusauuio no TternedoHy, ykasaHHoOMy Ha 6aHkomaTe, U OBBbACHUTb
obcTosiTenbcTBa NpomsoLllewero, a Takke crnegyeT o6paTtUTbCA B KPeAWUTHYIO OpraHu3auuio — 3MUTEHT BGaHKOBCKOM
KapTbl (KpeOUTHYIO OpraHu3auuio, BblgaBLUuyto GaHKOBCKYO KapTy), KoTopas He Gbina Bo3BpalleHa 6aHkoMaToMm, 1 Aanee
cnefoBaTh UHCTPYKLUMAM COTPYAHUKA KpeQUTHOW OpraHmnsauuu.

PekomeHAauUumM npy Mcnonb3oBaHUM GaHKOBCKOMW KapTbl ANA 6e3Hanu4Hon onnaTbl TOBapoB U yCIyr

1. He ucnonb3yite 6aHKOBCKUE KapTbl B OpraHM3aumsax TOProBAv U YCryr, He Bbi3blBalOLLMX JOBEPUS.

2. TpebyiiTe npoBedeHns onepauuin ¢ 6aHKOBCKOW KapToW Tonbko B Bawem npucytctBun. 3170 Heobxooumo B
Lensix CHUXKEHUsI pUcka HENPaBOMEPHOro NoryyYeHus Balumx nepcoHanbHbIX AaHHbIX, yKa3aHHbIX Ha 6aHKOBCKOW kapTe.

3. Mpn ucnonb3oBaHnM OGaHKOBCKOM KapTbl ANS Onnatbl TOBapoOB W YCMyr Kaccup MoxeT notpeboBaTtb OT
BnagenbLa 6aHKOBCKOM KapTbl MpeocTaBMTb NacnopT, nognucats vek unm seectu MNMAH. Mepeg Habopom MNH cnepyet
ybeantbca B TOM, YTO MOAM, HaxoaswmMecs B HenocpeAcTBeHHOW 6nmM3ocTu, He cMmoryT ero yBuaeTb. lNeped TeMm kak
nognucatb Yek, B 0653aTenbHOM NOpsSAKe NPOBEPbTE CYMMY, YKa3aHHY0 Ha Yeke.

4. B cnyyae ecnu npu nonbiTke onnaTtbl OAHKOBCKOW KapToW MMena MecTo “HeycrellHas” onepauus, cnegyer
COXpaHWUTb OAMWH 3K3EMMNNSAP BblAAHHOrO TEPMMHANIOM YeKka Ansi Nnocrneaytowei NpoBEpKM Ha OTCYTCTBUE YyKa3aHHOM
onepauuu B BbINUcke No 6aHKOBCKOMY CYeTY.

PekomeHpauum npu coBepLueHMM onepaumm ¢ 6aHKOBCKOM KapTou Yyepes ceTb MHTepHeT

1. He ncnoneaynte NMMH npu 3akase ToBapoB 1 ycnyr Yepes ceTb VIHTEpHET, a Takke no TenedoHy/dakcy.

2. He coobwanTte nepcoHanbHble AaHHble UnuM MHopmaumio o GaHKOBCKOM(OM) KapTe (cdeTe) yepes ceTb
UHTepHeT, Hanpumep MNMWH, naponu gocTtyna k pecypcam 6aHka, Cpok AencTBms 6aHKOBCKOW KapTbl, KpeAUTHbIE NIMMUTHI,
NCTOPUIO Onepauuii, NepcoHanbHble AaHHbIE.

3. C uenbio npegoTBpalleHns HenpaBOMEPHbIX AENCTBUMN MO CHATUIO BCEN CyMMbl AEHEeXHbIX CpeacTB C
6GaHKOBCKOro cyeTa pekoMeHayeTcsl Ans onnaTbl NOKYNOK B CETU MIHTEpHET MCNomnb30BaTh OTAENbHYI0 BAaHKOBCKYHO KapTy
(Tak HasbiBaeMyl0 BUPTYanbHYH KapTy) C NpeaernbHbIM NMMUTOM, NPeAHa3HAYeHHYH0 TOMbKO AMsi yKa3aHHOW Lenn n He
MO3BOMSAOLLYIO MPOBOAUTL C €€ UCMOMb30BaHNEM Onepauun B OpraHn3aumusax TOproenu u ycryr.

4. CnepgyeT nonb3oBaTbCA MHTEPHET-CaNTaMy TOMNbKO U3BECTHLIX U NPOBEPEHHLIX OpraHnu3aLunin TOProenu 1 yCryr.

5. ObsasatenbHO ybeauTecb B MNPaBUbHOCTW agpecoB WHTEPHET-CamToB, K KOTOPbIM MOAKMYaeTeCb WM Ha
KOTOpbIX cobupaeTecb COBEpLUMTb MOKYMKW, T.K. MOXOXWe agpeca MOryT MCNonb3oBaTbCs AfS OCYLeCTBReHUs
HernpaBOMEpPHbIX ENCTBUMN.

6. PekomeHgoyeTca coBepwaTtb MOKYNKM TOMbKO CO CBOEro KOMMbIOTEPA B LENSX COXpPaHeHUsi
KOHMAEHUMANbHOCTM NepCcoHarnbHbIX AaHHbIX U(MK) nHdopmaumm o 6aHKOBCKOW(OM) kapTe (cyeTe).

B cniyyae ecnn nokynka coBepLUaeTcsi C UCMONb30BaHNEM YYXKOro KOMMbIOTEPa, HE PEKOMEHOYETCH COXPaHsSTb Ha
HeM nepcoHanbHble AaHHble W ApYryl MHgOopMauMio, a nocrne 3aBepLUeHUs BCeX onepauuii HyXHo ybeauTbeCsi, YTo
nepcoHanbHble JaHHbIE U Apyras MHPOPMaLUs He COXpaHWUNMChb (BHOBb 3arpy3uB B Opay3epe web-cTpaHuuy npoaasua,
Ha KOTOPOW coBepLuanucb MNOKYMK).

7. YcTaHOBUTE Ha CBOW KOMMNbIOTEP aHTUBUPYCHOE nporpammHoe obecneyeHue U perynspHo NpousBOAUTE ero
o6HoBNeHMe 1 OOHOBREHVe JApyrux ucnonb3yemblx Bamu nporpaMMHbIX NPOAYKTOB (OnepauuoHHOW cucTembl U
NpUKNagHbIX NporpaMm), 3To MOXeT 3almMTnTbL Bac oT NPOHUKHOBEHMSA BpeAOHOCHOro nNporpaMMHoro obecneveHus.



